Nudopmannonnas naMaTKa A5 00y4aroluxcs 1Jisi pa3MelleHus Ha o(puumuaabHbIX
HNHuTepHer-pecypcax

C KaxxJpIM TOJIOM MOJIOAEKH B MHTEPHETE CTAHOBHUTHCS OOJIbINIE, a IIKOJLHUKU OJIHU U3
CaMbIX aKTMBHBIX IOJb30Barenel PyHera. Mexay TeM, IIOMHUMO OIPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HEceT U MpoOyieMbl. DTa MmamsTKa JOJDKHA IOMOYb Tebe 0e30IacHo
HAaxOJIUTHCS B CETH.

Komnvromepuvie supycoi

KomnproTepHelii  BUpPYC — 3TO  pPa3sHOBUAHOCTh  KOMIIBIOTEPHBIX  IIPOTpaMM,
OTJIMYUTEIILHOW OCOOEHHOCTBIO KOTOPOW SIBISIETCS CHOCOOHOCTh K pa3MHOXKEHHI0. B
AOIMMOJIHCHUEC K 3TOMY, BHUPYCHI MOTYT HOBPCAUTH WA IMOJHOCTHBIO YHUUYTOXHWUTH BCC (baﬁnm nu
JAHHBIE, MOJKOHTPOJIbHBIE MOJb30BATENI0, OT MMEHU KOTOPOro ObUIa 3alylieHa 3apakEHHas
nmporpamMma, a TAKXKE MOBPCAWTHL WM HaXC YHHUYTOXHUTH OINCPALMOHHYIO CHCTEMY CO BCEMHU
¢aiinamu B 1enoM. B G0IBIIMHCTBE CllydaeB pacpOCTPAHSIOTCS BUPYChI Uepe3 HHTEPHET.

MeTo1bl 3aIIUTHI OT BPEJOHOCHBIX MPOTPaMM:

1. Hcnonb3yit coBpeMeHHbIE OTIEPALlMOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3HBI YPOBEHD
3alUTHI OT BPEJOHOCHBIX POTPaMM;

2. TlocrossHHO ycTaHaBiHMBail MadTd (OU(POBBIC 3aIUTATKH, KOTOPHIE ABTOMATHUECKH
YCTaHABIIMBAIOTCS C LEJIbI0 JAOPaOTKU MPOrpaMMbl) U Jpyrue OOHOBJIEHHS CBOEH
omnepanroHHOM cucTteMbl. CKauynBail MX TOJBKO ¢ OHUIIMATBEHOTO caiiTa pa3paboTynka
OC. Ecnu cymecTByeT peskuM aBTOMAaTHYECKOTO OOHOBJICHU S, BKITIOUYH €T0;

3. PaGotail Ha cBoeM KOMIBIOTEPE MO/ MpaBaMU MOJIb30BATENS, @ HE aIMUHUCTPATOPA.
DTO HE MO3BOJHUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTpaMM HHCTAJLUIUPOBATHCS HA
TBOEM IIE€PCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonp3yil aHTUBHPYCHBIE MTPOTrPAMMHBIE MPOYKTHl U3BECTHBIX MPOU3BOAUTENEH, C

ABTOMAaTHYECKHUM OOHOBJICHHEM 0a3;

Orpanudb QU3NYECKUI JOCTYN K KOMIBIOTEPY sl IOCTOPOHHUX JIUIL;

6. Vcnomnb3yii BHEIIHME HOCUTETU NHPOPMAIUH, TaKhe Kak (ielika, TucK uiu daii u3
WHTEPHETA, TOJIBKO U3 MPOGEPEHHBIX HICTOYHUKOB;

7. He otkpbiBail KOMIbIOTEpHBIE (DaiiiIbl, MOJYYEHHbIE W3 HEHAJEKHBIX HCTOYHHKOB.
Jlaxxe Te (ailyibl, KOTOpBIE MpHUCIaT TBOW 3HAKOMBIA. Jlydie yTOYHHM Yy HeEro,
OTIPABJISUI JIU OH TeOe uX.

o

Cemu WI-FI

Wi-Fi - 510 He BU Hiepeiauul TaHHBIX, HE TEXHOJIOTHS, @ BCETO JIUIIL OpeH 1, Mapka. Ere
B 1991 roay Hunepnanackas kommanus 3apeructpuponana Openn « WECAy», uro o603Hauano
cinoBocouetanne « Wireless Fidelity», KoTOpbliii mepeBOUTCS KaK «OeCpOBOIHAS TOUHOCTDY.

Jlo Hamiero BpeMeHHM Jolia jApyras abOpeBuarypa, KOTOpas SBISETCS TakoW ke
TexHoJsiorueil. Iro abopeBuatypa « Wi-Fiy. Takoe Ha3BaHMEe ObUIO JaHO C HAMEKOM Ha CTaHAApT
BbICIIMi 3BykOBOM TexHUKHU Hi-Fi, uTo B mepeBojie 03HauaeT «BBICOKAs TOUHOCTHY.

I[a, OecrIaTHBIN HHTCPHET-AOCTYII B Ka(pe, OTCIIX WU a’poIopTax ABJIACTCA OTJIMYHOM
BO3MOKHOCTBIO BbIXOJIa B HHTCPHCT. Ho mHorue 9KCICPThI CYUTAKOT, YTO O6H.[C,Z[OCTyHHLIC Wi-

Fi cetu He saBisgroTCS 0€30I1aCHBIMU.

Cosetsl 10 Oe30macHOCTH padoTe B 00mmea0cTynHbIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuuHyro uH(poOpManui uepe3 obmiemoctynaeie Wi-Fi cern.
Pabortass B HuUX, XKelaTeIbHO HE BBOJAUTH MAPOIU JOCTYNA, JOTHHBI U KaKHe-TO
HOMEpA;

Hcnonb3yit 1 0OHOBIISII aHTUBUPYCHBIE MPOTrpaMMBbl U Opanamayep. Tem cambIM Th
o0e3omacuirb ce0s OT 3aKaYKu BUPYyCa HA TBOE YCTPOMCTBO;

[Ipu wucnonp3oBannu Wi-Fi oTkmoun ¢yHkmuio «OO0muit moctyn K (aimam u
npuHTepam». JlaHHas GYHKIUS 3aKpbITa MO0 YMOJYAHHIO, OJHAKO HEKOTOPHIE
MOJIb30BATEIN aKTUBUPYIOT €€ /ISl yA00CTBa UCTIONIb30BaHus B paboTe mim ydeoe;

He ucnone3yit nyomuuneiii WI-FI myist mepenaun nUYHBIX JaHHBIX, HalpuUMep s
BBIXOJIa B COL[UAJIbHBIE CETU WU B JIEKTPOHHYIO IIOUTY;

Nnons3yit Tosibko 3amuuieHHoe coenuHenue depes HTTPS, a ue HTTP, T.e. npu
Habope BeO-ampeca BBOAM UMEHHO «https://»;

B wmoOunbHOM Tenepone otkmoun  pynkuuio  «[lomkmrouenne k- Wi-Fi
aBToMarnueckn». He nomyckail aBTOMaTH4ECKOTO MOIKIIOUYEHHS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero coracusi.

COIzﬂlel]leble cemu

ConuanbHble CeTH aKTHUBHO BXOJST B Hally KU3Hb, MHOTHE JIOAM pabOTalOT U KUBYT
TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUIUIMApA YE€JIOBEK, YTO SBISETCS OJHOU
celbMOM BceX JKHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNd HE MOHUMAIOT, YyTO HH(popMalus,
pa3MelieHHasl UMU B COIIMAJIbHBIX CETSAX, MOKET ObITh HalJIeHa U UCIIOJIb30BaHA K€M YIOJHO, B
TOM YHCJIE HE 0053aTEeNIbHO ¢ O0JaruMu HaMepEeHHSIMH.

OCHOBHEIE COBETEI IT0 0E30TIaCHOCTH B COoHaJIbHBIX CETAX:

1.

2.

OrpaHnub CHHCOK Jpy3ei. Y TeOs B APY3bAX HE JOJDKHO OBITh CIy4alHBIX H
HE3HAKOMBIX JTIOACH;

3amuiai CBOI YacTHYIO XKW3Hb. He ykaspiBail mapoisu, TenedoHBI, aapeca, IaTy
TBOETO POXACHUS M JPYryl0 JUYHYIO HH(OpManuio. 3M0YMBIIUIEHHUKH MOTYT
WCIOJIb30BaTh Jake MH(QOpPMAIMIO O TOM, KaK Thl U TBOM POJUTENU IUIAHUPYETE
MIPOBECTU KAHUKYIIBI;

3amuiail CBOIO peryTaluio - IEp>KU €€ B UUCTOTE U 33/1aBail cede BOIPOC: XOTed Obl
ThI, 4TOOBI APYrUe MOJb30BATENU BUJCIHU, YTO Thl 3arpyxkaeuisb? [lomymaii, mpexme
YeM UYTO-TO OMyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

Ecnu Thl rOBOpHILB C JIFOJBMHU, KOTOPHIX HE 3HACIlb, HE HUCIOJIb3YHl CBOE pealbHOE
UMS U JAPYryI0 JUYHYIO HH(POpMAIUU: HMS, MECTO MXUTEIbCTBA, MECTO Y4eObl U
npouee;

N3berait pazmerienus potorpaduii B IHTepHeTe, Te Thl U300paXKeH Ha MECTHOCTH,
10 KOTOPOH MOKHO OTIPEIEIUTh TBOE MECTOIOI0KECHHE;

[Ipu peructpaiuu B COIMAIBHON CETH HEOOXOAUMO MCIOJIB30BaTh CI0XKHBIE MMapOIH,
cocrosiiue U3 OyKB ¥ QP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

Jl7is conansHOM CeTH, MOYTHl U APYTUX CAaWTOB HEOOXOAMMO HCHOIB30BaTh Pa3HbIC
naponu. Toraa ecau Te0s B3JIOMAIOT, TO 3J0YMBIIIICHHUKH MOJIy4aT JTOCTYI TOJBKO
K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

Dnexmponnvle OeHveu

QHCKTpOHHLIC JACHBI' — OTO OYCHb y,[[O6HLIfI croco0 HJ'IaTC)KeI\/’I, OJIHAKO CYIICCTBYIOT
MOIICHHUKHU, KOTOPLIC XOTAT NOJYYHUTDb 3TU ACHBI'U.

aﬂeKTpOHHLIC ACHbI'n MOABUINCH COBCEM HCIAaBHO M MMCHHO HM3-3a 3TOI'O BO MHOT'HX
rocyaapCrBax 10 CUX IIOP HEC NPOIMCAaHO IIPO HUX B 3aKOHAX.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

B Poccun sxe oHM (DYHKITMOHUPYIOT U O HUX YK€ MPOTHCAHO B 3aKOHE, TJIE UX Pa3AeisaioT
Ha HECKOJIbKO BHJIOB — aHOHMMHbBIC U HE aHOHUMHBIE. Pa3Huna B TOM, 4TO aHOHMMHBIE - JTO T€,
B KOTOPBIX pa3pelaeTcs NPOBOJIUTH ONepanud 0e3 HISHTHU(UKAIUU TIO0JIb30BaTeNsi, a B
HEAHOHMMHBIX UICHTH()UKALINY T0Ib30BATEIS SBIAETCS 0053aTEIBHOM.

Taxxe crnenyer paznuyarh 3JEKTPOHHbIE (UaTHbIE IE€HBI'M (PaBHBI IOCYIAapCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHbIE HE(UATHBIE AEHBI'U (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcCHOBHBIE COBETHI 110 O€3011aCHOM paboTe C ANEKTPOHHBIMU JEHbIAMU:

1. TlpuBsxu k cuery MOOMIBHBINA TenedoH. DTO camblii yIOOHBIH U OBICTPHIA CIIOCOO
BOCCTaHOBUTH JOCTYN K cueTy. [IpuBsi3aHHBIA TelaepoOH MOMOXKET, eciu 3alyemib
CBOM MUIATEKHBIN MApOJIb WIIA 3alI€1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Wcmonw3yii ogHOpa3oBbie mapoiu. [locie mepexona Ha YCHICHHYIO aBTOPH3AIHIO
TeOe y)Ke He OyZeT yrpokaTh OMaCHOCTh KPaXKu WM IepexBaTa IJIaTeKHOTO HapoJis;

3. Bwibepu cioxHbI mapois. [Ipectymamkam OyaeT He MPOCTO yrajarh CIIOXKHBINA
napoib. HanexHsle mapoau — 3To mapoJiv, KOTOphIE COAepkKaT HE MEHee 8 3HaKOB U
BKJIIOUAIOT B ce0s CTPOYHBIE U MPOIMUCHBIE OYKBBI, IM(PPHI U HECKOJIBKO CHUMBOJIOB,
TaKKMe KaK 3HaK JoJuiapa, GyHTa, BOCKIMIATEIbHBIN 3HaK u T.1. Hanpumep, $tROng!;;

4. He BBO/AM CBOM JIMYHBIE JIAHHBIE HA CailiTax, KOTOPbIM HE JIOBEPSECIIb.

aﬂek'mpOHHa}l nouma

DNEeKTpOHHAS IMOYTa — ATO TEXHOJIOTHS M TIPEIOCTABISIEMBIE €10 YCIYTH 10 MEePEChUIKE 1
MOJTYYCHHUIO AJICKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPEICISIIOTCS B KOMITBIOTEPHOW CETH.
OO0OBIYHO AIIEKTPOHHBIN IIOYTOBEIN SITITUK BBITJIA AT CIEAYIOIIUM obOpazom:
WUMsI_TIOJIh30BaTENA(@WHUMS_JIOMEHA. Takke KpoMe Tepeladyd IMpPOCTOro TEKCTa, HWMEeTCs
BO3MOJKHOCTB TIepe/1aBaTh (aiibl.

OCHOBHBIE COBETHI 10 O€30TaCHOM pabOTe ¢ IITCKTPOHHOU IMOYTOM:

1. Hano BeIOpaTh MpaBWIIBHBINA TIOYTOBBIN CepBUC. B HHTEpHETE €CTh OIPOMHBIN BHIOOD
OecIIaTHBIX MMOYTOBBIX CEPBHUCOB, OJHAKO JIyUlIEe JTOBEPSTh TEM, KOTO 3HACIIb U KTO
MEPBBII B PEUTUHIE;

2. He yka3piBaii B TUYHOW mouTe JIUYHYIO MHpopManuro. Hampumep, myuiine BeIOpaTh
«MY3BIKQTbHBINA (haHaT@» uiu «pok2013» BMecTo «Temal 3y»;

3. Hcnonp3yii IByXdTamHy0 aBTOPU3ALIKI0. DTO KOTJa TOMUMO HapoJisi HY>KHO BBOJUTH
KO/JI, MpUChIJIaeMblid 10 SMS;

4. BeiOepu cloxHbI mapoiib. [l KaxJA0ro MOYTOBOTO SIIMKA JOKEH OBITh CBOM
HaJIeKHBIM, YCTOMUMBBINA K B3JIOMY [1apOJib;

5. Ecnu ectb BO3MOXKHOCTH HAmucaTh CaMOMY CBOM JIMYHBIA BOMPOC, UCIOJIB3YH 3TY
BO3MOKHOCTb;

6. Vcmomnb3yii HECKOJBKO TMOYTOBBIX SIIMKOB. [lepBBI Ui 4YacTHOM NEpPENUCKd C
ajgpecataMH, KOTOPBIM Tbl JOBEpsi€llb. OJTO DJJIEKTPOHHBIA aapec He HaIo
WCIOJIb30BaTh MPH pErucTpaluu Ha GopyMax U caiTax;

7. He oTkpsiBaii (haiiibl U apyrue BIOXKEHUS B MHUChbMax Jake €CIM OHU MPUILIH OT
TBOUX Jpy3el. JIydie yTouHu y HUX, OTIPABJISUIN M OHU TeOe 3TU (hailibl;

8. Tlocne oxonuaHusi pabOThl Ha TMOYTOBOM CEpBUCE MEpeld 3aKpPhITHUEM BKIAJKH C
caiiToM He 3a0yab HaKaTh Ha «BBIATHY.
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Kubepbynnune unu supmyanvHoe uz0e6amenbcmeo

KubepOymnuHr — TmpecieoBaHue COOOIICHUSIMH, COJCPKAIIUMH  OCKOPOJICHUS,
arpeccuio, 3alyruBaHKe; XyJIMTaHCTBO; COIMATbHOE OOMKOTUPOBAHKHE C MOMOIIBIO Pa3IMYHBIX
HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 O0PHOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiicsa B 6oi. Jlydmuii cioco0: mOCOBETOBATHCS Kak ceOsi BECTH M, €CIIM HET

TOr0, K KOMY MO>XHO OOpaTHUThCS, TO BHadajle YCIIOKOUTHCS. Eciau Thl HauHelIb

0TBEYAaTh OCKOPOJICHUSMH Ha OCKOpOJEHHs, TO TOJIBKO emle OOJbIIe pa3oix:Kellb

KOH(DITUKT;

VYnpasinsii cBoeil kubeppenyranmei;

3. AHOHMMHOCTH B ceTH MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

4. He cTout BecTH XyJaUTaHCKUM oOpa3 BUPTyalnbHOMN KU3HU. IHTEpHET PUKCUpPYET Bce

TBOU JICHCTBUS U COXPAHSET UX. Y IaJTUTh UX OyAET KpaitHe 3aTpyJIHUTEIHHO;

Colmroaii cBOI BUPTYATBHYIO YECTh CMOJIOY;

Urnopupyit eauHuyHblii HeraTuB. OAHOPA30BbIE OCKOPOUTENBHBIE COOOIICHHS

Jyyiie urTHopupoBath. OOBIUHO arpeccust MpeKpalaeTcs: Ha Ha4yaJlbHOM CTaIuH;

7. ban arpeccopa. B mporpaMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COLMAIIbHBIX
CeTSIX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTIPABKU COOOIIEHUH C OMpeNeNeHHbIX
aJpecoB;

8. Ecim T1h1 cBugerens kubepOymuimHra. TBom nefcTBHsA: BBICTYOUTH IPOTHB
IIpecieaoBarens, IOKa3aTb €My, YTO €ro JACHUCTBUSA OLEHUBAIOTCA HEraTWBHO,
NOJJEPKATh KEPTBY, KOTOPOH HY)KHa IICUXOJIOTHYECKas IOMOIIb, COOOIIUTH
B3pOCIIBIM O (PaKTE arpecCUBHOTO MOBEACHUS B CETH.

N

o o

Mobunvubiit meneghon

CoBpemeHnHble cMapT(OHBI M IUIAHIIETH CcOAepkKaT B cede BIOJHE B3POCIBIHA
(GyHKIMOHAN, W Temepb OHU MOTYT KOHKYPHUPOBATh CO CTAllMOHAPHBIMH KOMIIBIOTEpaMHU.
OpHako, CpeaCTB 3alIUThI AJs MOAOOHBIX YCTPOUCTB MOKAa OYeHb Majio. TecTupoBaHHE U TIOUCK
ySI3BUMOCTEH B HUX MPOMCXOJIUT HE TaKk MHTeHCUBHO, kak 1 IIK, To ke camoe kacaercs u
MOOUJIBHBIX MPUIIOKEHHI.

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIU HACTOJbHBIE aHAJIOTH,
OJIHAKO pacimmpeHue (yHKIMOHAIa Ble4eT 3a co00il OOMNBIIYI0 CIOKHOCTh W MEHBIIYIO
3aIUIIEHHOCTD.

[[aneKo HC BCC IIPOU3BOAUTECIIA BBIITYCKAIOT 06HOBJ'I€HI/I$I, 3aKpPbIBAIOINNEC KPUTUYCCKUC
YA3BUMOCTHU UIA CBOUX YCTPOP’ICTB.

OcHOBHBIE COBETHI 1151 6€301aCHOCTH MOOHIIBHOTO TenedoHa:

1. Hwuuero He sBisieTcsl Mo-HacTosieMy OecriaTHbIM. Byab ocTopoxeH, BeIb Koraa
TeOe mpeanararoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKpPBITHI KaKHe-TO
IIJIATHBIE YCIIYTH;

2. Jlymaii, npexnae yeM oTnpaBuTh SMS, ¢oro nim Buaeo. Tol TOUHO 3HAEIIb, I71€ OHU

OyAyT B KOHEYHOM UTOTE?

Heo0x011M0 0OHOBIIATE OMEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Wcnounp3yil aHTUBUPYCHBIE TIPOTPaMMBI JUIi MOOMIIBHBIX Tele(OHOB;

w
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5. He 3arpyxail npuiaoxeHus OT HEU3BECTHOTO UCTOYHHKA, BEIb OHH MOTYT COZIEP)KaTh
BPEIOHOCHOE MPOTrpaMMHOE 00eCTIeYeHNE;

6. Ilocme Toro Kak THl BBIMJCIIb C CaiiTa, Ii€ BBOAWI JUYHYIO WH(POPMAIIHIO, 321 B

HacTpoiiku Opay3epa u yaanmu cookies;

[leprnoanyecku mpoBepsl KaKue IUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. [aBaii cBoOii HOMEp MOOHIBHOTO Teje(oHa TOJBKO JIIOJSM, KOTOPBIX THI 3HACHIb U
KOMY JIOBEpSICIIb;

9. Bluetooth momkeH ObITH BBIKIIOUEH, KOT/IAa ThI MM HE MOJIb3yemibcs. He 3a0ObiBaii
WHOT/Ia IPOBEPSATH 3TO.

~

Online uepul

CoBpeMeHHbIE OHJAMH-UTPbl — 3TO KpacoOYHbIE, 3aXBaTHIBAIOLINE pa3BICUYECHUS,
00BEAMHSIOMINE COTHU ThICAY YENIOBEK M0 BceMy Mupy. Urpoku mccienyroT JaHHBIA UM MHUp,
oOIIal0TCs APYT € APYrOM, BBIIOJHSIOT 3aJlaHMsl, CPAXKAIOTCS ¢ MOHCTPAMM U MOJIy4arOT OIBIT.
3a yIOBONBCTBUE OHM IUIATAT: MOKYNAIOT JIUCK, OIUIAYMBAIOT a0OHEMEHT WM NPHOOPETAIOT
KAaKHe-TO OIIIHH.

Bce »tu cpenctBa uayr Ha mOJAepKaHME W pa3BUTHE WIPhl, a TaKXKe Ha camy
0€30MaCHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPHU3AIMM, BBITYCKAIOTCS HOBBIE MAT4YH
(urdpoBkIe 3amIaTKy Ui TPOrpaMM ), 3aKpbIBalOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX WTpax CTOUT OMacaTthCsli HE CTOJIBKO CBOUX COIMEPHUKOB, CKOJBKO KPaKh
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALIMU OOJIBIIMHCTBA UTP.

OcCHOBHBIE COBETHI 110 OE€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroit urpok BeaeT cels MI0X0 WK CO3/1aeT TeOe HEeMPUATHOCTH, 3a0JI0KUPYH
€ro B CIHCKE UTPOKOB;

[loxanmyiics agMUHUCTpaTOpaM UIPbl Ha IUIOXO€ TIOBEICHHE 3TOT0 WrpoKa,
JKeJaTeIbHO MPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BU/I€ CKPHUHOB;

He yxaspiBait tnunyto nHpopManuo B mpodaiisie urper;

VYBaxall Ipyrux y4aCTHUKOB IO UTPE;

He ycranaBnuBait HeouinagbHble TATYU U MOJIBL;

Hcnonb3yit ciioXHbIE U pa3HbIe apoJIu;

Jlaske BO BpeMsi UTpbl HE CTOUT OTKIIOYaTh aHTHBUpYC. [loka Thl Wrpaeub, TBOM
KOMITBIOTEP MOTYT 3apa3uTh.

N

No ok ow

Quiune unu Kpasica Tu4Hblx OaHHbIX

OObIYHOM Kpaskel [eHer M JOKYMEHTOB CEerofHs YK€ HHKOro He yauBufiib, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTHH 3JIOYMBIIIJICHHUKHA TEPEeMECTUINCh B HHTEPHET, U
MIPOJIOJIKAIOT 3aHUMATHCSI «JTFOOUMBIMY JETTOM.

Tak mosiBUIIach HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WIM (DUIIMHT, TJaBHAs IIeNb
KOTOPOT'O COCTOUT B MOJY4YEHUH KOH(PUICHIMAIBbHBIX JAaHHBIX I0Jb30BaTENIe — JIOTMHOB U
naposiei. Ha anrmmiickom si3bike phishing unraercs kak ¢umunr (ot fishing — priGHast 10Bs,
password — mapoJis).

OcHOBHBIE COBETHI IO OOPHOE € (HPUIINHTOM:

1. Cnemu 3a cBoumM akkayHTOM. Eciu Tbl mojo3peBaeiib, YTO TBOS aHKETa OblLIa
B3JIOMaHa, TO HE0O0XO0AWMO 3a0JOKHpPOBaTh €€ M COOOIIUTh aIMHUHHUCTPAaTOpam
pecypca 00 3TOM KakK MOKHO CKOPEE;
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2. Hcnonw3yii 6e30macHble BeO-CalThl, B TOM YUCIIE, UHTEPHET-Mara3uHOB U MOMCKOBBIX
CUCTEM;

3. Hcnonw3yii cnoxHble U pa3Hble mapoiau. Takum oOpa3oM, ecnu Teds B3JIOMAIOT, TO
37OYMBIIIJICHHUKH TIOJIy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu Tebs B3nOManu, TO HEOOXOAMMO TMpPEXyNpenuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE T0OABJICHBI y T€OS B APY3bsiX, O TOM, YTO T€Os B3JIOMAJM U, BOBMOXKHO, OT

TBOETO UMEHH OY/IET pacChUIATHCS CIIaM U CCHUIKM Ha (PUIITMHTOBBIE CAMTHI;

YcranoBu HagexHbii mapois (PIN) Ha MoOWIBHBIA TenedoH;

OTxIIroun coxpaHeHue naposs B Opaysepe;

7. He oTkpsiBaii (aiiibl U Apyrue BIOXKEHUS B MUCbMAax JaKe €CIM OHHM NPUIUIA OT
TBOUX Jpy3eil. JIyuie yTouHu y HUX, OTHPABIISUIM JIU OHU TeOe 3TH (PaitIbl.

o o

Lugposas penymayus

Hudposas pemyrauus - 3T0 HEraTUBHAs WM MO3UTUBHAs MHQOpMaIMs B CETU O TeOe.
Kommnpomerupytomas uHpopMmaiusi pa3MelleHHas B HHTEPHETE MOXKET CEpbEe3HbIM 00pazom
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «l{udposas pemyranus» - 3T0 TBOM UMUK, KOTOPBIN
dbopmupyetcs u3 nHdopmanuu o Tede B UHTEPHETE.

TBoe MecTo JKUTEILCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKkTepa
M paccKasbl 0 OJIM3KHX — BCE 9TO HAKAIUINBAETCS B CETH.

MHor#e MoJIpOCTKH JISTKOMBICJICHHO OTHOCSTCS K MyOJIMKAIUY JIMYHON MH(POPMAIUK B
WuTepHere, He MOHMMAs BO3MOXHBIX MOCIEACTBHMA. THI Jake HE CMOXKEIb J0TaIaThCs O TOM,
yTo potorpadus, pazmerieHHas S JET Ha3a/l, cTajla MPUIMHON 0TKa3a MPUHATH TeOs Ha padoTy.

KommenTtapun, pasmemieHue TBouX ¢otorpaduii u apyrue ACHCTBHS MOTYT HE
UCYE3HYTh JaXke€ IOCJe TOro, Kak Thl MX yJAajdHlllb. Tbl HE 3HACIIb, KTO COXPAaHUI ITY
uH(pOopMalIKIO, TOoNala U OHAa B MOMCKOBBIE CUCTEMbl M COXpPAHWJIACH JIU OHA, a TJIaBHOE: YTO
MOoAyMaroT 0 Te0e OKpyXKaroliee JIOAU, KOTOpble HaiayT M yBuAAT 3T0. Haittu mHdopmamuio
MHOTO JIET CIIyCTS CMOKET 00N — Kak u3 J0OpbIX MOOYXIEHWM, TaKk U C HaMEpeHHEM
MPUYMUHUTE Bpel. ITO MOXKET ObITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aIUTE MU(POBON PEITyTAIIHH:

1. Tlomymaii, mpexxae 4eM 4To-TO IyOJIMKOBaTh M TepeiaBaTh y ceOs B Ojore WM B
COIIMAJIBHOM CETH;

2. B Hactpoiikax npo¢uis ycTaHOBH OTPAaHMUYCHHUS HA TIPOCMOTP TBOETO MPOQWIIS U €ro
COJICPKMMOTO, CICIIai ero TOIBKO «UIs APY3eh»;

3. He pa3memaii u He yka3biBaii HHPOPMAIIUIO, KOTOPask MOXKET KOro-I11u00 0CKOpOIATh
HJIM OOHKATh.

Aemopckoe npago

COBpeMeHHHC IMKOJBbHUKH— AKTHBHBIC TII0Jb30BaTCIN I_[I/I(l)pOBOFO MMpOCTPAHCTBA.
O,Z[HaKO JaJICKO HC BCC 3HAIOT, YTO IIOJIb30BAHUEC MHOTHMMHU BO3MOXKHOCTIAMH I_II/I(l)pOBOl"O Mupa
Tpe6yeT CO6J'IIOI[CHI/I$I IIpaB Ha UHTCIUICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH «MHTEIUIEKTyaldbHAass COOCTBEHHOCTHY» OTHOCUTCS K Pa3IMYHBIM TBOPEHHIM
YeJIOBEUECKOr0 yMa, HauWHas ¢ HOBBIX M300peTeHni U 3HaKOB, 0003HAYAIOIUX COOCTBEHHOCTh
Ha TMpPOAYKTHl M YCIyrM , M 3aKaHUMBasg KHUTamH, (oTtorpadusmMu, KUHOPWIBMaMH U
MY3BIKaJIbHBIMH [TPOU3BEACHUSMHU.
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ABTOpCKHE ITpaBa — 3TO MPaBa Ha MHTEUIEKTYAIbHYIO COOCTBEHHOCTh Ha MPOMU3BEICHHUS
HayKH, JINTEpaTypbl U UCKyCCTBA. ABTOPCKHE IpaBa BHICTYNAIOT B KAUECTBE rapaHTUU TOTO, YTO
MHTEIJUICKTYaJIbHBIN/TBOPUYECKUH TPYyA aBTOpa HE OyIeT HAampacHBIM, JIaCT €My CIIpaBeIIMBBIC
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylibTaTaxX CBOEro TPy/a, NOJYyYUTh U3BECTHOCTh U MPHU3HAHUE.
Huxkro 6e3 paspemieHust aBTopa HE MOKET BOCIIPOU3BOJUTE €ro MPOU3BENICHHE, PACIIPOCTPAHSITS,
nyOJIMYHO JIEMOHCTPHUPOBATh, IPOJAaBaTh, HMMIIOPTUPOBATH, IIYCKaTb B IPOKAT, ITyOJINYHO
WCTIOJIHATD, TIOKA3bIBaTh/UCIIONHAITH B dHpe WK pa3MmenaTs B IHTepHeTe.

Hcnonb30BaHne «IUPATCKOrO» MPOTPAMMHOIO 00eCIIeUeHUsI MOKET IPUBECTH K MHOTUM
pUCKaM: OT TOTEpU JAHHBIX K TBOUM aKKayHTaMm JO OJOKHPOBKH TBOETO YCTPOWCTBa, T/E
YCTaHOBJICHHBIM He JieranbHas nporpamma. He crouT Takxke 3a0bIBaTh, 4YTO CYLIECTBYET
JerajgpHble U OecIIaTHbIE MPOTPaMMbl, KOTOPbIE MOYKHO HAWTH B CETH.

O nopmane

CereBUYOK.p) — TBOW TJIaBHBI COBETUYMK B CETU. 3JE€Ch THl MOXEIIb Yy3HaTh O
0€30MacCHOCTH B CETU TOHSITHBIM W JIOCTYITHBIM SI3BIKOM, a TIPHM BO3HUKHOBEHUHM KPUTHUYECKOU
CUTYyallMiM OOpaTUTHCA 3a COBETOM. A Tak)Ke MPHUHATH y4acTHEe B KOHKypCax M CTaTh CaMbIM
U(PPOBBIM TpAKTAHUHOM!
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